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SBS SAAS DATA PROCESSING ADDENDUM

This Data Processing Addendum ("DPA”) is incorporated to and supplements the Agreement entered
into between Customer and SBS. All capitalized terms not defined in this DPA have the meaning
given to them in other parts of the Agreement, or as applicable, by Regulation (EU) 2016/679 on
the protection of natural persons with regard to the processing of personal data and on the free
movement of such data ("GDPR").

1. Scope of the Processing. In the context of the provision of the Services, SBS is required to
process Customer’s Personal Data. In this respect, Customer acts as the data controller
(“Controller”) and SBS acts as the data processor ("Processor”).

2. Instructions. SBS will Process Personal Data only on Controller’s instructions. The details of the
Processing operations conducted under this DPA are specified in the STCs and shall constitute the
documented instructions of Controller. Controller may issue additional or alternate instructions,
provided that such instructions are agreed in writing between Controller and Processor. The Parties
agree to negotiate in good faith if Processor should use resources other than, or in addition to, those
required to perform the Services, and thus incur specific costs, due to Controller's instructions
regarding the Processing of Personal Data. Processor will inform Controller as soon as possible if, in
its opinion, an instruction given by Controller constitutes an infringement of the GDPR or any other
applicable privacy related law or regulation.

3. Conditions of the Processing operations.

3.1 Processor will:

O] only grant members of its staff access to Personal Data on a need-to-know basis and
subject to an obligation of confidentiality;
(i) maintain a list of Sub-processors involved in the Processing of Personal Data, it being

specified that the Sub-processors listed in the Annex to this DPA are subject to a general
authorization from Controller. Processor will specifically inform Controller in writing
(email permitted) of any modification to this list at least fifteen (15) days in advance
before such change is made in order to give Controller the opportunity to object within
fifteen (15) days before the recruitment of the relevant Sub-Processor(s), it being
understood that such objection will only be valid if Controller provides objective written
justification explaining its position and relating to the capacity of the Sub-processor to
comply with the obligations of the GDPR. Processor remains fully liable to Controller for
the performance of the Sub-processors’ obligations relating to the Processing of Personal
Data and will enter into contractual arrangements with Sub-processors which impose, in
essence, the same obligations as those imposed on Processor under this DPA;

(iii) promptly inform Controller of requests received from Data Subjects and assist, to the
extent possible, Controller in fulfilling its obligations to respond to the requests of Data
Subjects to exercise their rights, taking into account the nature of the Processing and
the information available to Processor and provided that Controller is unable to fulfil such
Data Subject Requests using the functionality in the SBS Offering(s) when applicable.
Controller will be solely responsible for responding to Data Subjects in respect of any
Data Subject Requests;

(iv) at the choice of Controller, delete or return all the Personal Data to Controller after the
end of the Agreement and delete existing copies (unless otherwise required/permitted
by applicable law); and

(v) at the request of Controller, assist Controller to facilitate Controller’'s compliance with
obligations under the GDPR, including the conduct of a Data Protection Impact
Assessment ("DPIA"”) when such DPIA is legally required, with respect to Processor’s
Processing of Personal Data, taking into account the nature of Processing and
information available to Processor. Any additional assistance shall be mutually agreed
between the Parties;
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(vi) allow Customer to conduct audit to verify compliance with this DPA in the conditions set
in the Agreement.

3.2 Controller will:

(i) ensure that the collection and transmission of Personal Data to Processor are in
compliance with the GDPR and any other applicable law and regulation;

(ii) provide Processor with any information necessary for the execution of this DPA; and

(iii) document in writing all instructions concerning the Processing subcontracted to
Processor.

4. Technical and organisational measures. Processor will implement the technical and
organizational measures specified in the SMP to ensure a level of security of Personal Data
appropriate to the risk, taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying likelihood and
severity for the rights and freedoms of Data Subjects. Controller acknowledges and agrees that such
measures are sufficient to protect the Personal Data and to ensure compliance with the Applicable
Data Protection Legislation.

5. Notification of Personal Data Breach. In the event of a Personal Data Breach, Processor will
inform Controller of its occurrence without undue delay after becoming aware of it. This notification
must contain at least useful information that would enable Controller, if legally required, to notify
the competent supervisory authority and the Data Subjects. Processor may provide such information
in phases as it becomes available. Such notification shall not be interpreted or construed as an
admission of fault or liability by Processor.

6. International transfers. Controller agrees that Processing activities entrusted to Sub-
processors may involve a transfer of Personal Data (within the meaning of Chapter V of the GDPR)
from the European Economic Area ("EEA”), or the United Kingdom to a country located outside of
the EEA which is not subject to an adequacy decision (a “Data Transfer”). Data Transfers will be
subject to the standard contractual clauses for the transfer of Personal Data to third countries
pursuant to the GDPR, as annexed to Commission Implementing Decision 2021/914 ("SCCs"), which
are incorporated into this DPA by this reference or any other intragroup contractual mechanism
which complies with Article 46 of the GDPR.
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ANNEX: List of Sub-processors
Concern Name Address Country Description Contact person’s
ed of the name, position
Service Processing and contact
details
ETABLISSEM
ENT
PRINCIPAL :
Tour Carpe
Diem 31
Place des
corolles
AMAZON WEB 92400 .
. giE\KICES EMEA ggerbggo'e' FRANCE and | IT Run Manager of
SUCCURSALE . LUXEMBOURG | hosting SBS
FRANCAISE SIEGE
SOCIAL
L 1855 38
Avenue
John F.
Kennedy
LUXEMBOUR
G
SOPRA STERIA PAE - Les
INFRASTRUCTURE | Glaisins,
& SECURITY 3 Rue du Pré Security
1 SERVICES Faucon, FRANCE management Run Manager of SBS
74940
Annecy
Management
89E, ZA de of incidents
SOPRA BANKING | MamerCapell and  service
en
1 SOFTWARE Pafebruch, LUXEMBOURG | requests Run Manager of SBS
LUXEMBOURG 8308 within the
Capellen framework of
maintenance
13 Management
. Run  Manager of
. Uniwersytec of .
Sopra Steria Polska Supplier for Managed
1 ka street, | POLAND Infrastructure . ;
Sp. . Reporting  services
40-007 and operation line
Katowice of operations
i Management
10 Allée -
Bienvenue of incidents
Immeuble and service
1 EASYVISTA Horizon ) FRANCE requests Run Manager of SBS
32885 Noisy within the
Grand framework of

maintenance
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20 Rue
Bauchart MongoDB
1 MongoDB Level 2 FRANCE Atlas database | Run Manager of SBS
75008 Paris, management
France
PROLIVAL in case 420 rue Management Run Manager of
a SAB Connector is | d’Estienne of Supplier for Managed
1 managed by | d'Orves - FRANCE Infrastructure | Reporting services
PROLIVAL 92700 and operation | line
Colombes of operations
Hosting of | Run Manager of
Easyvista’s Supplier for Managed
31 place des ticketing Reporting  services
2 AWS EMEA corolles FRANCE management line
92400 tool and
Courbevoie hosting of the
MongoDB

Atlas service
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